


New MIFID 2 timing regulations for recording trade data (RTS 25)

Highly accurate timestamps required for high-frequency trade data
— Must be synchronized to UTC
— Granularity: 1 microsecond or better
— Maximum divergence from UTC: < 100 microseconds

Traceability requirements

— Must be able to demonstrate traceability to UTC by documenting the system design,
and specifications
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Timing accuracy can change over time

Clock drift, system or network load, cross-traffic, configuration changes ..

Burden of proof is on traders

To prove timestamps were accurate when trade data recorded

Need to continuously monitor and record timestamp accuracy
How to do this?
Needs to be easy to correlate with recorded trade data
Minimize compliance overhead
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New feature of Endace DAG™ data capture cards

Watermarks recorded traffic every second with additional rich data

Full timing data: time source, synchronization method, clock accuracy (drift)
And 150+ other data points: hostname, location, link name, link type and many more

Provenance records automatically embedded in recorded traffic

A permanent indelible record archived alongside recorded trade data
Maintains full context

Easy to reference with standard packet tools e.g. Wireshark
Extensible format — future proof for evolving business/regulatory needs
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A quick look

M provenance_eample_ptp.erf

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Amz2® PERERe=2=F 8 = Qe H

W[ Apply 2 display fiter ... <Ctrl-/>

No. Time Source Destination Protocol  Length Info
88 14.59890.. 192.168.10.12 192.168.10.110 TCP 723 556195988 [ACK] Seq=7981 Ack=
89 14.7704: ERF  14.. MetaERF Record
90 14.79647.. 192.168.10.24 192.168.10.125 UDP 271 566010370 Len=225
92 15.19838.. 192.168.10.12 192.168.10.110 TCP 723 556195988 [ACK] Seq=8646 Ack=1 Win=5792 Len=665
93 15.39934.. 192.168.10.28 192.168.10.112 TCP 74 27269580 [<None>] Seq=1 Win=5792 Len=0 MSS=1460 TSval=703762033 TSecr=0
94 15.60029.. 192.168.10.12 192.168.10.110 TCP 723 556195988 [ACK] Seq=9311 Ack=1 Win=5792 Len=665 v

v MetaERF Capture Section ~|| eeo0 .. . W
> Capture Section Header 2100 00 00 88 00 OC 00 10 45 78 61 6d 70 6C 65 204u. ....... Example
> Name: Example capture 0020 ---/Publl
> Description: Public exmaple capture with Provenance and PTP LB ic exmap le captu
. User: admin eo40 Provenan|

N N [E1B63 65 20 61 6e 64 20 50 54 50 00 00 00 13 00 O6@Mce and P TP......
> Application Name: dagmeta 0060
> Application version: 5.5.1 0070
> Timezone Offset: 46800 PRYIRlo0 10 00 04 00 00 b6 do 00 1a 00 05 4e 5a 44 soll ... ...
> Timezone Name: NZDT 0090 00 01 .... .

v MetaERF Host Section ©00a0 73 79 73 38 30 30 30 2d 32 00 00 00 00 Od 00 14  SYsS8000- 2.......
> Host Section Header ©0bo 53 79 73 74 65 6d 73 20 74 65 73 74 20 38 30 30 Systems test 800
> Name: sys8000-2 ©0co 30 2d 32 00 00 b 00 07 45 6e 64 61 63 65 00 00 Endace..
> Description: Systems test 8000-2 00do @@ 22 @0 ed 48 61 6d 69 6c 74 6f 6e 2c 20 4e 5a i lton, NZ
> organisation: Endace 00 00 2e 00 1c 45 6e 64 61 63 65 20 48  ........ Endace H
s Location Name: Hamilton, NZ 6c 74 6f 6e 20 53 79 73 74 65 6d 73 20 amilton Systems
> Location Description: Endace Hamilton Systems Lab ZZ 22 ;i Zg ;; ;Z Zg ;i 23 ;g Zz Zg ;g ;ale)r.u.i;;é s)c/zieea—
Z :ZZE’I‘?"';'WZ’{?Zﬁg;;;g:cs;;gzw 1a 49 6e 74 65 6¢ 20 43 6f 72 70 6f 72 ....Inte 1 Corpor

ol 6f 6e 20 4e 50 42 38 30 30 30 00 00 00 ation NP B80@@...
> Serial Number: SYS86@8-2 @a 53 50 53 38 30 30 30 2d 32 00 00 00  ....SYS8 000-2...
> Memory: 127 GiB (137356386304 bytes) 08 00 00 00 1f b 14 20 00 00 31 00 23  .(...... S
> CPU Model: Intel(R) Xeon(R) CPU E5-2680 v2 @ 2.80GHZ 65 6c 28 52 29 20 58 65 6f 6e 28 52 29  Intel(R) Xeon(R)
> CPU Physical Cores: 20 55 20 45 35 2d 32 36 38 30 20 76 32 20 CPU E5- 2680 v2
> CPU NUMA Nodes: 2 2e 38 30 47 48 7a 00 00 00 00 32 00 04 @ 2.80GH z....2..
> Operating System: CentOS Linux release 7.2.1511 (Core) 14 00 33 00 04 00 00 00 02 00 11 00 26  ..... E &
. DAG Software Version: 5.5.1 74 4f 53 20 4c 69 6e 75 78 20 72 65 6¢  Cent0S L inux rel

© MetaERF Module Section 65 20 37 2e 32 2e 31 35 31 31 20 28 43  ease 7.2 .1511 (C
s Module Section Header 29 20 00 00 00 00 35 00 06 35 2e 35 2e [07@) cco 0Bo0DeEe
s Card Number: 1 00 ff 02 00 04 00 00 01 ac 00 le 00 04 B
. Model: DAG 10X4-P 01 00 14 00 @b 44 41 47 20 31 30 58 34  ........ DAG 10X4
=) r\m.:;nr\ \nncian: A10vA ~Tnri ath ABrA €Y 10 GanamaTha£28,0 I01E/A0/NE 1601 0& v €2 D 15 €D 24 CE 2 20 78 20 2 G 7/-Poooos= CIE-CY)

< > ©200 70 63 69 5f 65 74 68 2d 34 30 67 65 5f 53 32 2e pci_eth- 4ege_S2.
O 7 Textitem (text), 136 bytes || Packets: 385 - Displayed: 385 (100.0%) - Load time: 0:0.19 || Profile: Defauit
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A quick look

M provenance_example_ptp.erf
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR 2@ [IRREBRe>EFIS Qe e
W [Apply a display filter__<Ctrl-/> =3 -] expression...  +
No. Time Source Destination Protocol  Length Info o
220 36. 57 192.168.10.18 192.168.10.120 UDP 271 14067524863 Len=225
221 36.770411652 ERF 1424 MetaERF Record

222 36.800000676 192.168.10.85 192.168.10.201 HTTP 1518 HTTP/1.1 200 OK (text/html)

223 37.000000058 192.168.10.15 192.168.10.126 UDP 271 21918534572 Len=225

224 37.200000686 192.168.10.82 192.168.10.155 TCP 1518 [TCP segment of a reassembled PDU]
225 37.400000474 192.168.10.82 192.168.10.155 HTTP 1099 HTTP/1.1 200 OK (text/html)

> Clock Source: PTP (5)
> Clock Input Port Protocol: Ethernet (4)
> Clock State: Synchronized (2)
> Clock Threshold: 596 nanoseconds
> Clock PHC Index: 7
> Clock PHC Offset: 36.000000000 seconds
> Clock Timebase: UTC
> Clock Description: Symmetricom XLi IEEE 1588 Grandmaster
> Clock Output Source: Internal (6)
> Clock Link Cable Mode: Disabled Master (3)
> PTP Domain Number: @
> PTP Steps Removed: 1
> PTP Offset From Master: -11 nanoseconds
> PTP Mean Path Delay: 1520 nanoseconds
> PTP Parent Clock Identity: Symmetri_ff:fe:@1l:c1:7a (00:a0:69:ff:fe:01:c1:7a)
> PTP Parent Port Number: 1
> PTP Grandmaster Identity: Symmetri_ff:fe:01l:c1:7a (00:a0:69:ff:fe:@1:c1:7a)
v PTP Grandmaster Clock Quality: exe62142ba, Clock Class: 6, Clock Accuracy: The time is accurate to within 100 ns, Offset Scaled Log Variance: 17082
0000 0110 .... ..vt suvs 2eue wee. ou.. = Clock Class: 6
“ies 4., 0010 0001 .... .... .... .... = Clock Accuracy: The time is accurate to within 100 ns (33)
“eee weee wee. ... 0100 0010 1011 1010 = Offset Scaled Log Variance: 17082
Tag Type: ptp_gm clock_quality (406)
Tag Length: 4
> PTP Current UTC Offset: 36.000000000 seconds
> PTP Time Properties: 0x0000003c, Current UTC Offset valid, PTP Timescale, Time Traceable, Frequency Traceable
> PTP Time Source: GPS (32)
> PTP Clock Identity: EndaceTe_ff:fe:01:70:a8 (00:0e:a7:ff:fe:01:70:a8)
> PTP Port Number: 1
> PTP Port State: SLAVE (9)
> PTP Delay Mechanism: E2E (1)

]

o

© 7 Textitem (text), 12 bytes || Packets: 385 - Displayed: 385 (100.0%) * Load time: 0:0.19

v
|| Profie: Default
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Available NOW on all DAG 10X cards Q1, 2017 on EndaceProbe
Network Recorders

— Dual port: DAG 10X2-S and DAG 10X2-P — New OSm release 6.3in Q1, 2017
— Quad port: DAG 10X4-P
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DAG 10X2-S
Dual port 1/10 GbE card
100% accurate recording

Nanosecond-level accurate hardware time-stamping
Dedicated SFP Time Sync Port
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Questions?

For further information contact:

North America

Dan Diversey
Mob: +1 773 320 7474, Email: dan.diversey@endace.com

EMEA

James Barrett
Mob: +44 7766 384112 Email: james.barrett@endace.com

APAC

Anthony Adamo
Mob: +61 451 195 454 Email: anthony.adamo@endace.com
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